«IIn¢pposas rurueHa u 6e30MaCHOCTH 00palIeHUA B CETH
HNuTepuer»

IIpuiaoxkenne Nel. ITamsaTka 1s o0y4yaromuxcs 00 ”HGOPMALHMOHHOH 0e30aCHOCTH JeTel

HEJIb34

L.

Bcem nozapsia coobmaTh CBOIO YaCTHYIO HH(POPMALIUIO (HACTOAIINE UM, (haMUIIHIO,
TenedoH, aapec, HOMEp KO, a Takke ¢hoTorpaduu CBOU, CBOEH CEMbHU U APY3€i);

2. OTKpbIBaTh BIOKEHHBIE (ailyibl HIEKTPOHHOH MMOYTHI, KOTAa HE 3HACIIH OTIPABUTEIS;

3. I'pyOuts, npuaupaThCs, OKa3blBaTh 1aBJICHUE — BECTU c€0s1 HEBEXIINBO U arPECCUBHO;

4. He pacnopsikaiicsi 1eHbraMu TBoeil ceMbu 03 pa3pelieHus CTapIuX - BCernaa
CIIpalrBai poOaUTENEH;

5. He Bcrpeuatics ¢ IHTepHET-3HAKOMBIMH B PEATIbHOM KU3HU - TIOCOBETYHCS CO B3POCIIBIM,
KOTOPOMY JOBEPSICILIb.

OCTOPOXHO

1. He Bce numyT npasay. Yuraeus o cede Henpasny B UHTepHETE — coo01mu 00 3ToM
CBOMM POJIUTEINSIM WU ONIEKyHaM;

2. IlpurnamaroT nepenucsBaThCs, UTpaTh, OOMEHUBATHCS - IPOBEPH, HET JIU MOABOXA;

3. Hes3akonHoe konupoBaHue ¢aitnoB B IHTepHETE - BOPOBCTBO;

4. Bceraa pacckasbiBail B3pocibIM 0 IpobIeMax B CETH - OHU BCETAa IOMOTYT;

5. Hcnonb3yil HacTpolKH 6€30IaCHOCTH U IPUBATHOCTH, YTOOBI HE MOTEPSATH CBOU
AKKAaYHTBI B COLICETAX U IPYIHX MOpTaIaXx.

MOXHO

1. VYBaxail Ipyrux Iojab30BaTelIeH;

2. Tlonb3yenibest MTHTEpHET-UCTOYHUKOM - JI€JIail CChUIKY Ha HETO;

3. OTkpbIBail TOJIBKO T€ CCHUIKH, B KOTOPBIX YBEPEH;

4. OOmatkcs 3a MOMOIIBIO B3POCIIBIM - POJUTENH, ONIEKYHBI M aJMUHUCTPALUS CaliTOB
BCEI/1a IOMOT'YT;

5. Tlpoiinu obyuenue Ha caiite « CEeTEBUUOK» M MOJTYYH MACIOPT MUPPOBOTO rpak1aHuHA!



IIpniaoxenne Ne2. UndpopmannoHHasi MAMATKA 1JIs1 00YYAIOIIUXCS /151 pa3MeleHUs Ha
opuumnanbHbIX UHTEpHET-pecypcax

C KaXJpIM TOJIOM MOJIOJIC)KH B UHTEPHETE CTAHOBUTHCS OOJIbIIE, a IIKOJbHUKH OJHU W3
CaMbIX AaKTHUBHBIX NOJNb30BaTteneld PyHera. Mexay TeMmM, NMOMHMO OTPOMHOTO KOJHYECTBa
BO3MOYKHOCTEH, MHTEPHET HECeT W MpoOjeMbl. JTa MaMsATKa JOJDKHA MOMOYb TeOe 0e30macHo
HAaXOJUTHCS B CETH.

Komnvromepnoie supycoi

KoMIbloTepHslil BUPYC - 3TO Pa3HOBUIHOCTh KOMITBIOTEPHBIX IPOIpPaMM, OTIMYUTEIBHON
0COOEHHOCTBIO KOTOPOH SIBJISIETCS CIIOCOOHOCTH K Pa3MHOKEHUIO0. B 1omoiHeHne K 3ToMy, BUPYCHI
MOTYT MOBPEAWTh WM IOJHOCTHIO YHHYTOXHUTH BCe (Dalibl M JaHHBIE, TOAKOHTPOJIbHBIC
M0JIb30BATENI0, OT UMEHU KOTOPOro Oblila 3amylieHa 3apaxEHHas IporpaMMa, a Takke MoBPeIUTh
WIN JaXKe YHUYTOKUTH ONEPAIlMOHHYIO CUCTEMY cO BceMH (paiimamu B 1ienioMm. B GomnbiimHCTBE
CJIy4aeB pacIpOCTPAHSAIOTCS BUPYCHI YEPE3 UHTEPHET.

MeTobl 3aIIUTEI OT BPEJOHOCHBIX POTpaMM:

1. Hcnons3yi COBpeMEHHBIE ONIEPALMOHHBIE CUCTEMBI, UMEIOLIUE CEPbE3HBIN YPOBEHD
3aIUTBI OT BPEAOHOCHBIX ITPOTPAMM;

2. TlocrossHHO ycraHaBnuMBail matdyu (UUGPOBBIE 3alIaTKH, KOTOpPbIE ABTOMATHYECKH
YCTaHABJIMBAIOTCS C IIETBI0 TOPAaOOTKH MPOTPaMMBI) M Jpyrue OOHOBIICHUS CBOEH
ornepalnroHHOM cuctemMbl. CkauuBail MX TOJBKO C O(PUIMAIBHOTO caifTa pa3paboTynKa
OC. Ecnu cyiecTByeT peskuM aBTOMaTUYECKOT0 OOHOBIIEHUS, BKIIIOUH €T0;

3. Paborait Ha cBOEM KOMIBIOTEpE MO MPaBaMU MOJIb30BATENS, a HE aMHUHUCTPATOpA.
3T0 HE MO3BOJUT OOIBIIMHCTBY BPEIOHOCHBIX IPOTPAaMM HHCTAJLTUPOBATHCS HA TBOEM
NEPCOHAIIBHOM KOMIIBIOTEPE;

4. Hcnonwp3yit aHTUBHPYCHBIE IPOTPAMMHBIE IIPOYKThI H3BECTHBIX IPOU3BOIUTENEH, C
aBTOMATHYECKUM OOHOBJIEHUEM 0a3;

5. OrpaHudb PU3NYECKUI TOCTYI K KOMIBIOTEPY /AJIsl HOCTOPOHHUX JIMIL;

6. Hcnomnb3yii BHEIIHWE HOCUTEIN HHPOPMAILIUHY, TaKUE Kak (IelKka, TUCK Wi (aiin u3
WHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UCTOYHUKOB;

7. He oTkpbiBall KOMIBIOTEpHBIE (ailiibl, MOJyYEeHHbIE U3 HEHAJIEXHBIX HCTOUYHUKOB.
Jaxxe Te (haitinbl, KOTOpPBIE TPUCIIAT TBOK 3HAKOMBIN. JlydIlle yTOYHU y HETO, OTIPABIISII
JM OH Tebe uX.

Cemu WI-FI

Wi-Fi - 3T0 He BuA nepeaayn JaHHBIX, HE TEXHOJIOTHS, a BCETO JIMIIb OpeHn, Mapka. Eme
B 1991 rony Huaepnanackas kommnanus 3apeructpuponana Oopena « WECA», uro o6o3Hauano
cnoBocoueTtanne « Wireless Fidelity», KoTopslii mepeBoIuTCS Kak «OecrpoBOAHASI TOYHOCTHY.

Jlo Hamiero BpeMeHHM Jolula Japyras aOOpeBHaTypa, KOTOpas SBIIAETCS TaKOH ke
TexHosoruei. 1o abopesuarypa «Wi-Fi». Takoe Ha3BaHHe ObUIO JaHO C HAMEKOM Ha CTaHAAPT
BBICIIHIA 3ByKOBOW TexHUKHU Hi-Fi, uTo B mepeBoie 03Ha4aeT «BBICOKAst TOYHOCTHY.

Jla, OecrutaTHBI MHTEPHET-IOCTYN B Kade, OTEIsIX M a’dporopTax SBISAETCS OTIMIHON

BO3MOYKHOCTBIO BBIXOJIa B UHTepHET. HO MHOTHE SKCIIEpThI CYMTAIOT, uTO o0mIenoctymnubie Wi-Fi
CETH HE ABJISIOTC 0E€30MaCHBIMM.

Cogertsl 110 Oe30macHOCTH paboTe B 0011e10CTYHBIX ceTsix Wi-fi:


http://gimn-keg.ru/setevichok.htm
http://gimn-keg.ru/setevichok.htm

He mnepenaBaii cBoro nnuHyro uHpopmanuio depe3 oOumienoctynHele Wi-Fi cetu.
Pabortas B HUX, JKeJIaTeIbHO HE BBOAUTH MAapOJIH JOCTYIIA, JOTMHBI U KAKHE-TO HOMEPA;
Hcnonp3yii 1 0OHOBIISI aHTHBHPYCHBIE MPOTpaMMBbl U OpaHaMaysp. TeM caMbiM ThI
o0e3onacuiib ceds 0T 3aKaYKU BUpPyca Ha TBOE YCTPOUCTBO;

[Mpu wucnonmpzoBanmu Wi-Fi otkmroun ¢yskmuro «O0muit goctyn k Qaiimam u
npuHTepam». JlaHHass (QYHKIUS 3aKpblTa IO YMOJYAaHHUIO, OJHAKO HEKOTOpbIE
M0JIb30BaTENM aKTUBUPYIOT €€ JUIsl yA00CTBa UCIIONIb30BaHMsI B paboTe win yueoe;

He ucnonp3yii myOonuunsii WI-FI nns mepenaym JAHUYHBIX JAHHBIX, HAPUMEP VIS
BBIX0/1a B COLIMAJIbHBIE CETH WU B 3JIEKTPOHHYIO IIOYTY;

Hcnons3yit Tonpko 3ammuineHHoe coeauHenue yepe3 HTTPS, a ne HTTP, T.e. npu
Habope BeO-aapeca BBoaM UMEHHO «https://»;

B wmoOunpHOM Tenmedone ortkmoun  QyHkumio «llogkmouenne k  Wi-Fi
aBToMatnyeckw». He gomyckail aBTOMaTuyeCcKOro NOAKIKOYEHUS YCTPOUCTBA K CETAM
Wi-Fi 6e3 TBoero cornacusi.

COI/}MCZJZbele cemu

CounanbHble CETH AKTUBHO BXOJAT B HALLY XKHM3Hb, MHOTHE JIIOAU PAOOTAIOT U KUBYT TaM
MOCTOSIHHO, a B Facebook y»ke 3aperucTprupoBan MUJLTHAP]] YEIOBEK, UTO SIBJISETCS OJHON CEIbMOM
BCEX JKUTeNeH I1aHeTsl. MHOrue 1mosib30BaTeNld He MOHUMAIOT, YTO MH(pOpMaLus, pa3MeleHHas
UMH B COLIMAIBHBIX CETAX, MOXET OBITh Hal/IeHa M UCIOJIb30BaHA KEM YTOJHO, B TOM YHUCIIE HE
00s13aTeIbHO ¢ OJJarMMU HAMEPECHUSIMHU.

OCHOBHBIE COBETHI 10 OC30IAaCHOCTH B COIMAJIBHBIX CCTAX:

1.

Orpannub crnucok apysed. Y TeOs B Ipy3bsiX HE JODKHO OBITh CIy4alHBIX W
HE3HAKOMBIX JIFOJICH;

3amuinaii cBOIO 4YacTHYIO *u3Hb. He ykaspiBail maponu, TenedoHsl, aapeca, AaTy
TBOCTO POXKICHUS W JPYTyIO IWIHYI0 HHOOPMANHIO. 3JIOYMBIIUICHHUKA MOTYT
UCIIONB30BaTh Jake MH(GOPMAILMI0O O TOM, KaK Thl U TBOM POJIUTENN IUIAHUPYETE
MPOBECTH KAHUKYJIbI;

3amuInaii CBOI0 permyTaIuio - IEpKU €€ B YUCTOTE U 3ajaBail cebe BOMpocC: XoTen Obl
TBI, 9TOOBI IPYTHE TIOIL30BATEIIH BUACIH, YTO THI 3arpykaemib? [lomxymaii, mpex e uem
YTO-TO OMYOJIMKOBATh, HAMIKCATh U 3aTPY3UTh;

Ecnu TeI roBOpULIB C TIOJIBMH, KOTOPBIX HE 3HAEIIb, HE UCITOJIB3YH CBOE PEAIBHOE UMS
U IPYTYIO INYHYIO UH(OpPMAIMK: UM, MECTO KHUTEIHCTBA, MECTO YUeObI U MIPOYEE;
N36eraii pazmenienus ¢pororpaduii B UuTepHeTe, I/1€ TH H300pa’keH Ha MECTHOCTH, TIO
KOTOPOM MOKHO OIPENEIUTh TBOE MECTOMOI0KEHHE;

[Ipu perucrpanuu B COUMAIBHON CETH HEOOXOIUMO HCIOIB30BaTh CIOXKHBIC TTAPOJIH,
cocrosiue u3 OyKB U MUQP U C KOTUIECTBOM 3HAKOB HE MEHee §;

J1st conmanbHON CETH, MOYTHI M APYTHUX CAUTOB HEOOXOJMMO HMCIOJIB30BAaTh Pa3HBIC
napoiu. Toraa eciu Te0si B3IOMAIOT, TO 3I0YMBIIIJICHHUKH TOTy4YaT JOCTYI TONBKO K
OJIHOMY MECTY, a HE BO BCE Cpa3y.

OnexmponHvle OeHveu

BJ'IGKTpOHHBIC JCHBI' — 3TO OYCHb y,Z[O6HI>II>’I croco0 HJ'IaTe)I(efI, OQHAKO CYHIECCTBYIOT
MOIICHHUKH, KOTOPBIC XOTAT MOJYUYUTH 3TH ACHBI'U.
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BJ'IGKTpOHHBIC JCHBI'M MOABUINCH COBCEM HCIABHO M MMCHHO H3-3a O3TOI'O BO MHOI'UX
rocygapCTtBax g0 CUX IIOp HE HNPOIMHMCAaHO MPO HUX B 3aKOHAX.

B Poccum sxe 0HM QYyHKIIMOHUPYIOT U O HUX y’K€ MIPOIMCAHO B 3aKOHE, II€ UX Pa3ACsAIoT
Ha HECKOJIBKO BHJIOB - aHOHUMHBIE U HE aHOHUMHBIE. Pa3HNIIAa B TOM, YTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3pemaercs MPOBOAWTH omepanuu 0e3 HWACHTH(HKAIWK I0JIb30BaTeNs, a B HE
AHOHUMHBIX UICHTU(QHUKAIIMY TOJIb30BATEINS ABISAETCA 0053aTEIbHOM.

Taxke cnenyer pazauuaTh JIEKTPOHHBIE (pUaTHBIE NEHBIU (PaBHBI T'OCYJapCTBEHHBIM
BaJIIOTaM) U AJIEKTPOHHbIE HE(UATHBIE IEHBIU (HE PABHBI TOCYIAPCTBEHHBIM BAIIOTAM).

OcHOBHBIE COBETHI IO OE30MaCHOI paboTe ¢ IEKTPOHHBIMU JCHBIAMHU:

1. IlpuBsoku K cueTy MOOWIBHBIM TenedoH. ITO camblii yIOOHBIM U OBICTPBIN CIIOCOO
BOCCTAaHOBHUTH JIOCTYII K c4eTy. [IpuBs3anHblii TeneoH MOMOXeET, eciiu 3a0y1elib CBOH
MJIATEXKHBIN TApOJIh WU 3aiIelIb HA CAUT C HE3HAKOMOT'O YCTPOIMCTBA;

2. Hcnonw3yit onHopasosble napoiu. [locie nepexona Ha yCHIIEHHYO0 aBTOPU3ALIAI0
TeOe yke He OyeT yrpoKaTh OIACHOCTh KPayku WJIU IepexBaTa IIaTeKHOT0 Mapois;

3. Bribepu cnoxublit napois. [IpectynHukam OyneT He MPOCTO yrafaaTh CI0XKHBIHN MTapoJib.
HanesxHble napony — 3TO apoJin, KOTOPBIE COEPKAT HE MEHEE 8 3HAKOB M BKIIIOYAIOT
B ce0s1 CTPOUHBIC M POMUCHBIE OYKBBI, HIU(PHI U HECKOJIBKO CHMBOJIOB, TAKHE KaK 3HAK
noJutapa, pyHTa, BOCKIUIIATSIIbHBIN 3HaK U T.11. Hanpumep, $tROng!;;

4. He BBOIM CBOM JIMYHBIE JAHHBIE HA CaliTaX, KOTOPHIM HE I0BEPSIEILb.

3ﬂ€Kmp0HHaﬂ nouma

DNeKTpOHHAs 1M0YTa — ATO TEXHOJIOTHUS U MPEJOCTABISIEMBIC €10 YCIYTH IO TIEPECHUIKE U
MOJTyYCHUIO DJIEKTPOHHBIX COOOIIEHHUH, KOTOPBIE PACHPENENSIOTCS B KOMITBIOTEPHOM CETH.
OO0BI4YHO 3JIEKTPOHHBIN IIOYTOBBIN SITITUK BEITJIAAT CIETYIOIIUM obpazom:
UMs_TIONB30BaTEIA(@uMs_ToMeHa. Takke KpomMe Tepefadyd MPOCTOro TEKCTa, HMeeTcs
BO3MOJKHOCTH TIepe/1aBaTh (haubl.

OCHOBHBIE COBETHI 110 6€30TaCHOM padOTe ¢ IINEKTPOHHON MOYTOM:

1. Hano BeIOpaTh mpaBWIBHBIA MOYTOBBINA cepBUC. B MHTEpHETE €CTh OTPOMHBIN BBIOOD
OecCIUIaTHBIX MOYTOBBIX CEPBHCOB, OJHAKO JIydllle JOBEPSITh TEM, KOIO 3HAaellb U KTO
IIEPBBII B PEUTHUHIE;

2. He yxa3piBail B 1MUHOM TouTe TMUHYI0 HHpopManuio. Hanpumep, aydrine BeiOpaTh
«My3bIKanbHBIN _(panaT@» wim «pok2013» BmMecTo «remal3y;

3. Hcnonw3yil IByXdTalHYI0 aBTOPU3ALUI0. JTO KOI/Ia MOMUMO IapoJisi HY?’KHO BBOAWTH
KO/, MpUchLIaeMblif mo SMS;

4. BwiOepu CIOXHBIN Maposib. [ KaXK10ro MOYTOBOTO SIIITUKA JOJKEH OBITH CBOM
HAJIC)KHBIN, YCTOMYUBBIN K B3JIOMY I1apOJIb;

5. Ecim ecTb BO3MOKHOCTb HaIllMCaTh CAMOMY CBOM JINYHBIN BONPOC, UCIIOIB3YH Ty
BO3MO>KHOCTB;

6. Mcronb3yil HECKOJIBKO IIOYTOBBIX SIIUKOB. lIepBbI mI1 4acTHOW NEPENMUCKU C
azpecaTaMy, KOTOPBIM Thl IOBEPSIEIIb. DTO 3JEKTPOHHBIN apec HE HAa/l0 UCII0JIb30BATh
IIPU pErucTpanuu Ha popymax u cairax;

7. He oTkpbIBaii (aiiibl U Ipyrue BIOKEHUS B MUCbMaxX JAa)Ke €CM OHU MPUILTH OT
TBOMX Jpy3ei. Jlydile yTouH! y HUX, OTIPABIISUTH JTU OHU TeOe 3TH (paiiisr;

8. Ilocne okoHuaHMs pabOTHI HA IOYTOBOM CEPBUCE MEPE]] 3aKPHITHEM BKJIAIKH C
caiToM He 3a0y/Ib HaKaTh Ha « BRIATHY.
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Kubepbynnune unu eupmyanbHoe uzo0esamenbcmaeo

KubepOynmuar — mpecieoBaHHe COOOIICHUSIMH, COJEPKAIIMMH  OCKOpPOJICHHUS,
arpeccuio, 3alyruBaHue; XyJUTaHCTBO; COLMAIbHOE OOMKOTHPOBAHME C MOMOIIBIO PA3IUYHBIX
WHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO OOPHOE C KHOEPOYILTUHTOM:

1.

He 6pocaiicsa B 6oif. JIyummii coco6: mocoBeToBaThCs Kak ce0si BECTU U, €CIH HET
TOT0, K KOMYy MOXHO OOpaTUThCs, TO BHAYaje YCIOKOUThCS. Ecium Thl HayHENIb
0TBEYaTh OCKOPOJEHMSMHU Ha OCKOpPOJEHMs, TO TOJBKO elle OoJIbIlle Pa30XKellb
KOH(JIHKT;

VYnpasistii cBoel kubeppernyranueii;

AHOHMMHOCTB B ceTH MHUMas. CyIIecTBYIOT CLIOCOOBI BBISCHUTh, KTO CTOMT 3a
AHOHUMHBIM aKKayHTOM;

He crout BecTn Xynuranckuii 00pa3 BUPTyallbHOM ku3HH. IHTEpHET DUKCUpyeT Bce
TBOM JICMCTBUS M COXPAHSAET UX. Y AATUTh UX OyJeT KpaiiHe 3aTpyIHUTEIbHO;
Cobmoait cBOM BUPTYaIbHYIO YECTh CMOJIONY;

Wrnopupyit enuHuuHbIi HeraTus. O1HOpa30Bble OCKOPOUTEIbHbBIE COOOIEHHS TyYIle
UrHopupoBaThb. OOBIYHO arpeccus MPEeKpaIacTcsl Ha HaYaJIbHOM CTaauM;

ban arpeccopa. B nporpamMMax o6MeHa MTHOBEHHBIMU COOOILIEHUSMH, B COLIMATIBHBIX
CeTSIX €CTh BO3MOYKHOCTb OJIOKMPOBKM OTIIPaBKU COOOILEHUN C ONpEIETICHHbIX
aJipecos;

Ecnu 161 cBUaeTens kubepOyumara. TBou neicTBHS: BBICTYIIUTB IIPOTHB
IpecieaoBarens, I0Ka3aTb €My, YTO €ro JEHCTBUS OLICHMBAIOTCS HETaTHUBHO,
MOJIEP)KaTh JKEPTBY, KOTOPOH HY)KHA IICHXOJIOTUYECKAas IIOMOIIb, COOOIIUTH
B3pOCJBIM O (haKTe arpecCUBHOTO IMOBE/IECHUS B CETH.

Mobunvuvbiii menegon

CoBpemeHHBIE CMapT(OHBI U IJIAHIIETHI COJEPKAT B ce0e BITOJTHE B3POCIBI ()yHKIIMOHAT,
U TENepb OHU MOTYT KOHKYpPHUPOBaTb CO CTAllMOHApHBIMH KoMIbloTepamu. OJHAKO, CpelnCcTB
3alUTHI AJI OJJIOOHBIX YCTPOMCTB MTOKA OYEHBb MaJlo. TeCcTUpOBaHUE U MOMCK YA3BUMOCTEN B HUX
INPOMCXOIUT HE TaK HHTEHCUBHO, Kak U1 [1K, To jxe camoe kacaeTcs U MOOMIIBHBIX PUIIOKEHUH.

CoBpemeHHbIE MOOWIIbHBIE Opay3ephl YK€ MPaKTHUECKH OTHAIM HACTOJIbHBIE aHAJOTH,
OJIHAKO pacmupeHue (yHKIHMOHAIA BJIEYET 3a COO0OM OOJBIIYIO CIIONKHOCTh M MEHBIIYIO
3alUIICHHOCTb.

Jlaneko He BCe MPOM3BOAMTENH BBIMYCKAIOT OOHOBJICHHMS, 3aKPHIBAIOIINE KPUTHUECKUE
YSA3BUMOCTH JJIsl CBOUX YCTPOUCTB.

OCHOBHBIE COBETHI JJIA 0€3011aCHOCTH MOOHIBLHOT'O TeJ'IC(bOHaI

1.

Hwudero =He siBisieTcst mo-HacTosnieMy OecruiaTHBIM. Byib ocTopoeH, Beb Koraa Tede
npe/laraloT OecryaTHbI KOHTEHT, B HEM MOTYT OBITh CKpBITBI KakHe-TO IJIaTHBIE
yCIIyTH;

Hymaii, npexae uem otnpaButbh SMS, ¢poto unu Buaeo. Thl TOUHO 3HaEIb, TJ€ OHU
OyayT B KOHEUHOM HTOrEe?

Heo6xo1nmMo 00HOBIIATH ONEPALIIOHHYIO CUCTEMY TBOETO CMapT(HOHA;

Vcnonp3yi aHTUBUPYCHBIE IIPOTPAMMBI JJIs MOOHITBHBIX TEJIe(hOHOB;

He 3arpy:aii npuiaokKeHus: OT HEM3BECTHOTO HCTOYHMKA, BE€Ib OHU MOTYT COJIEpXKaTh
BPEJIOHOCHOE NIPOrpaMMHOE 00€CIIEYECHNUE;
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6. Ilocme TOro Kak THI BBHIMIEIIb C caliTa, TI€ BBOIWI JUYHYIO HH(DOpMAIUIO, 3l B
HACTpOIiKu Opay3epa u yaanu cookies;

7. Ilepmonnuecku NpoBepsii KaKue IUIaTHBIE YCIIYIM aKTUBUPOBAaHBI HA TBOEM HOMEDE;

8. JlaBaii cBOIt HOMep MOOMIIBHOTO Tee(OoHa TOIBKO JIFOJSIM, KOTOPBIX Thl 3HACIIb U KOMY
JIOBEPSIEIIIb;

9. Bluetooth nomxeH ObITh BBIKIIIOUEH, KOT/1a Thl UM HE oJb3yelbes. He 3a0biBaii nHOr 12
IIPOBEPATH 3TO.

Online ueput

CoBpeMeHHbIE OHJIAWH-UTPBI - 93TO KpacOuUHbIE, 3aXBaThIBAIOUIUE pa3BJICUCHMUS,
00BEANHSIONINE COTHU THICSY YeJIOBEK MO BceMy Mupy. Urpoku uccienyioTr JaHHBIA UM MUp,
00IIAIOTCS APYT C APYTOM, BBITIOIHSIOT 3a/IaHUs, CPAXKAIOTCS C MOHCTPAMH U TTOJTyYalOT OTBIT. 3a
YAOBOJIbCTBHE OHM IUIATAT: MOKYMAIOT JUCK, OIJIAUMBAalOT aOOHEMEHT WU MPUOOpEeTaroT Kakue-
TO OIILIHH.

Bce stu cpenctBa MAyT Ha mMOAJEpKaHME M pa3BUTHE HIPbl, a TaKKe Ha caMmy
0€30MacCHOCTh: COBEPIICHCTBYIOTCSI CUCTEMbI aBTOPU3ALIMH, BBIITYCKAIOTCS HOBBIE IATUN
(un¢poBbIe 3aMIaTKU AJIs1 IPOTPAMM), 3aKpBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B HOI[06HI)IX urpax CTOUT oOIacaTtbCA HE CTOJIBKO CBOHMX COIICPHUKOB, CKOJIBKO KpaXu
TBOCTO MTapOoJisi, Ha KOTOPOM OCHOBAHA CUCTEMA aBTOPU3allUN OOJIBIIMHCTBA urp.

OcHOBHBIE COBETHI 110 OE30MMaCHOCTH TBOETO UTPOBOI0 aKKAyHTa!

1. Ecnu npyroit urpok Befer ceds II0X0 WK co37aeT Tebe HEMPHUITHOCTH, 3a0JI0KUpYit
€ro B CIICKE UTPOKOB;

2. Tloxany¥ics aIMUHUCTPAaTOpPaM UIPhI Ha IIJIOXOE IIOBEIEHUE 3TOTO UTPOKA, XKEJIATEIBHO

IPUJIOKUTH KaKHE-TO I0Ka3aTelbCTBa B BUJI€ CKPUHOB;

He yxasbiBait nuuynyto nndopmaiuio B npodaiine urpsi;

VYBakail Ipyrux y4aCTHUKOB I10 UTPE;

He ycranaBnuBaii Heo(uIMaaIbHbIE TATYH U MOJIBI,

Hcnone3yit CI10KHBIE U pa3HbIe NTApOJIH;

Jla’xxe BO BpeMsi UTpbl HE CTOUT OTKJIIOYaTh aHTUBHpYyC. [loka Tl Wrpaemnib, TBOU

KOMIIBIOTEP MOTYT 3apa3uTh.

N kW

Duwune uiu Kpaosica TU4HbLX OAHHbBIX

OObIuHOM Kpaxeil IeHeT U JOKYMEHTOB CETO/IHS Y>K€ HUKOTO HE YIUBHILb, HO C pa3BUTHEM
MHTCPHET-TEXHOJIOTUN  3JIOYMBIIUICHHUKM II€PEMECTHINCh B HMHTEPHET, W IPOAOIIKAIOT
3aHUMATbCS «JTIOOMMBIMY JIETIOM.

Tak mosiBUIIach HOBasi yrpo3a: MHTEPHET-MOIICHHUYECTBA WM (DUIIHMHT, TJIaBHAS IIEJb
KOTOpPOro COCTOUT B HOJYYCHUU KOH(bI/II[eHI_II/IaHLHBIX JAaHHBIX II0JIB30BaTEIC — JIOTHHOB U
naposiei. Ha anrymmiickom si3pike phishing uurtaercs kak ¢umuHr (0T fishing — priOHas 0B,
password — mapoin).

OcHOBHBIE COBETHI IO OOpHOE ¢ PUITMHTOM:

1. Creau 3a cBOMM akKayHTOM. EcITi ThI T0103peBaetiib, 4TO TBOSI aHKETa Oblila B3JIOMaHa,
TO HEOOXOJAMMO 3a0JIOKUPOBATh €€ U COOOIINUTh aJMUHHCTpATOpaM pecypca 00 3ToM
KaK MOKHO CKOpee;
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2. Hcnonw3yii 0e3onacHble BeO-CaliThl, B TOM YUCIIE, UHTEPHET-Mara3uHOB M TTOMCKOBBIX
CHCTEM;

3. Hcnonp3yii crnoxkHble U paszHble mapoiu. Takum oOpas3om, eciiu TeOsl B3JIOMAIOT, TO
3JIOYMBIIIJICHHUKH TIOJIyYaT JOCTYII TOJIBKO K OJTHOMY TBOEMY MPOQMIIIO B CETH, a HE
KO BCEM;

4. Ecnu Te0s B3IIOMAaJH, TO HEOOXOAUMO MPETYNPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOPBIE
no0aBiieHbl Yy Te€0sl B IPY3bsiX, O TOM, YTO T€Osl B3JIOMAalIM M, BO3MOXKHO, OT TBOETO
UMEHH OYZeT pacChlIaThCs CIIaM U CCHUTKU Ha (DUITMHTOBEIE CANTHI;

5. YcranoBu HazexHbIi napons (PIN) Ha MOOWIIBHBIN TenedoH;

OTkiIr04M coXpaHEHHE MapoJisi B Opaysepe;

7. He oTkpbIBaii ¢ailsiel 1 ApyTrHe BIOXKEHUS B TUCbMaXx )K€ €CJIM OHU MPUIITH OT TBOUX
npy3eid. Jlydie yTo9HH y HUX, OTHPABIISIIN JTU OHU TeOe ITH (haiiiibl.

a

Lugposas penymayus

[Mudposas permytanusi - 3TO HEraTUBHAS WIM MO3UTHBHAs MH(OpManus B cetu o Tebe.
Komnpomerupyromas nHdopmMaius, pasMelieHHas B HHTEPHETE, MOXKET CEepbEe3HbIM 00pa3zoM
OTpa3uThbCs Ha TBOEH peanbHOM ku3HU. «LludpoBas pemyranus» - 3TO TBOH UMHIIK, KOTOPBINA
dbopmupyercs n3 HHPOpMaIHK O TeOe B MHTEPHETE.

TBoe MecTo KUTEIbCTBA, yueObl, TBOE (PMHAHCOBOE TMOJIOKEHUE, OCOOEHHOCTH XapaKTepa
U paccKasbl 0 OJM3KUX - BCE ITO HAKAIIIIMBACTCS B CETH.

MHor#e MmoJIpOCTKHU JISTKOMBICTICHHO OTHOCSTCS K MyOJIMKAIUU JIMYHONH MH(POPMAIUU B
HHTepHeTe, HE ITOHUMasi BO3MOXHbBIX HOCHCHCTBHﬁ. Trl JaxKE€ HE CMOXEIIb A0TragarbCsa O TOM, 4YTO
dboTorpadus, pa3MelIeHHas S JIET Ha3a/, cTaja MPUIYWHON OTKa3a MPUHATH Te0s Ha padoTy.

KommenTapun, pazmemnienue TBoux ¢otorpaduii U Apyrue 1eiCTBHUs MOTYT HE HCUC3HYTh
JTa’ke MOoCyIe TOT0, KaK Thl UX YJaluIllb. Thl HE 3HACIIb, KTO COXPAHHJI 3Ty HHPOPMAIIUIO, ToTaia
JU OHa B IIOMCKOBBIE CHUCTEMbl M COXpaHWJIAch JIM OHA, a IJaBHOE: YTO MOAYyMAaloT O Tebe
OKpY’Kalollee JIIOJU, KOTOpble HailayT M yBUAAT 3T0. Haiitn nH(pOpMaIio MHOTO JIET CITyCTs
CMOJKET JI000i1 - Kak U3 JOOPBIX MOOYXKACHUMN, TaK U C HAMEPEHUEM MPUYUHHUTD BPEA. ITO MOXKET
OBITh KTO YTOJ/IHO.

OCHOBHBIE COBETHI 110 3alIUTE HU(POBON PEIyTaINH:

1. Tlomymaii, Ipexae 4eM 4YTO-TO IMyOJIMKOBAaTh W IepeaaBaTh y ceOst B OJlore WM B
COILIMANILHOM CeTH;

2. B mactpoiikax mpoduisi yCTaHOBH OTPaHUYEHUS Ha TPOCMOTP TBOETO PO(HIIS U €ro
COJIEP’)KUMOTO, ClIeJai ero TONBKO «JUIsS IpY3eiy;

3. He pa3memniaii u He yka3piBali HHPOPMAIUIO, KOTOPAsi MOXKET KOT0-JTHOO OCKOPOISTH
WU OOMIKATh.

Aemopcxkoe npago

CoBpeMeHHBIE KOJIEHUKN- aKTHBHBIE ITOJIB30BaTENN IU(PPOBOro npoctpancTsa. OmHaKO
JAJIEKO HE BCE 3HAIOT, YTO MOJIH30BAaHHE MHOTMMHU BO3MOXKHOCTSMH ITU(PPOBOTO MHUpa TpeOyeT
COOJIIOICHMSI TIPAaB HA MHTEIJIEKTYaIbHY0 COOCTBEHHOCTb.

TepMI/IH CHUHTCJUICKTYaJIbHasA COOCTBEHHOCTE» OTHOCHUTCSI K Pa3siiIn4HbIM TBOPCHUAM
YCJIOBCYCCKOI'0 yMa, HAUYWHAA C HOBBIX I/1306peTeHI/II71 X 3HAKOB, 0603Haan-OIJ_II/IX COOCTBEHHOCTD Ha
MPOAYKTHI U YCIIYTH, U 3aKaHYMBasd KHUTAMH, q)OTOIpa(l)I/IﬂMI/I, KI/IHO(l)I/IJ'II)MaMI/I N MY3bIKAJIbHBIMHA
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IIPOU3BEICHUSMH.

ABTOpCKHE MpaBa - 3TO MpaBa HAa MHTEIJIEKTYaJbHYI0 COOCTBEHHOCTh HA IIPOM3BENIECHUS
HayKH, JUTEPaTypbl U UCKyCCTBA. ABTOPCKHE IIPaBa BBICTYNAIOT B KAYECTBE FapaHTUU TOTO, YTO
MHTEJUICKTYaJIbHBIN/TBOPUECKUN TPy aBTOpa HE OyIeT HAlpacHBIM, JACT €My CIpPaBeIJINBbIC
BO3MOKHOCTH 3apaboTaTh Ha pe3yibTaTax CBOETO TPyZa, MOJYyYUTh MU3BECTHOCTb U MPU3HAHUE.
HuxTo 6e3 pa3pemieHus: aBTopa He MOKET BOCIIPOM3BOJHUTD €TI0 NMPOU3BEJCHHUE, PACTIPOCTPAHSITD,
nyOJIMYHO JEeMOHCTPUPOBATh, MpPOAaBaTh, HMIIOPTUPOBaTh, IycKaTb B IPOKAT, MyOIMYHO
UCTIOJTHATS, IOKA3bIBATH/UCTIONHSTEH B AHpe Wi pazmemaTs B IHTepHeTe.

Hcnonws3oBanne «UpaTCKOro» MPOrpaMMHOTO 0OECTICYCHHSI MOXKET MPUBECTH K MHOTUM
pUCKaM: OT MOTepH JAHHBIX K TBOMM AaKKayHTaM 10 OJOKUPOBKH TBOETO YCTPOWCTBA, T
YCTAHOBJICHHBIM HE JerajiibHas mnporpamma. He crouT Takke 3a0bIBaTh, YTO CYIIECTBYET
JeranbHbIe U OecIIaTHBIE POTPaMMBbI, KOTOPbIE MOKHO HAWTH B CETH.



Ipunoxenne Ne3. [lamsaTka a5 poauresieit 00 muHGOpMaMOHHON 0€30MaACHOCTH AeTeil

Omnpenenenue TepMHHAa «UH(POPMALMOHHAs O€30MAaCHOCTb JIETEi» COAEPKUTCS B
@enepanbHoM 3akoHe Ne 436-D3 «O 3amuTe aereil oT uHGOPMAIMK, PUYUHSIIOMEH Bpel UX
3I0POBBIO M PA3BUTHIO», PETyJUPYIOUIMM OTHOILEHUs, CBA3aHHbIE C 3allUTOM JeTed oT
uHpOpMaINH, IPUUMHSIONIEH Bpel MX 3J0POBbIO U (MiIH) pa3BUTHIO. COTJIACHO TaHHOMY 3aKOHY,
«uH(pOpMalMOHHAsg 0€30MacHOCTh JAETEH» - 3TO COCTOSHUE 3alMIIEHHOCTH, IPU KOTOPOM
OTCYTCTBYET PHUCK, CBSI3aHHBIM C NMpUYMHEHHEM HHQOpManueil Bpena MX 370pOBbI0 U (WIJIM)
¢bu3nyeckomMy, ICUXUYECKOMY, TyXOBHOMY, HDABCTBEHHOMY Pa3BUTHIO.

B cuny ®@enepanbroro 3akona Ne 436-O3 undopmManueit, IpUIUHSIONICH BPEl 310POBBIO
U (WIK) pa3BUTHIO JAETEH, SIBISETCS:

1.
2.

8.
9.

nH(popMalys, 3arpelieHHas A pacnpoCTpaHeHHsI CPeIU JETe;

uH(pOpMAaIIKs, pacIpOCTPAHEHUE KOTOPOU OTPAaHUYCHO CPEAH JIETEeH OnpeIeICHHBIX
BO3PACTHBIX KaT€rOpHUH.

K undopmanmu, 3anpemeHHol st pacpOoCTpaHEHUs CPeIu 1eTe, OTHOCUTCS:
nHpopmanus, moOykmaromas IeTed K COBEPIICHUI0 IEHCTBUM, MPEICTaBIISIONINX
YIpo3y HX KU3HU U (WUJK) 3[0pPOBBIO, B T.4. IPUUUHEHHUIO BpEJa CBOEMY 370pPOBBIO,
camMoyOuiCTBY;

CIIOCOOHOCTh BBI3BATh Yy JI€TEH JKElNaHHWe YMOTPEOWTh HAPKOTHYECKHE CpPEJNCTBa,
MICUXOTPONHBIE W (WJIM) OJYpPMaHUBAIOIIME BEIIECTBA, TabauyHbIe W3AEIHUA,
AJIKOTOJIFHYIO U CIIUPTOCOIEPIKAIIY IO TPOAYKIIHIO, TUBO U HAITUTKHU, U3TOTABIMBAaEMbIe
Ha €ro OCHOBE; MPUHATH y4acTHE B a3apTHBIX HUTPax, 3aHUMATHCS MPOCTUTYLHECH,
OpOISHKHUYECTBOM HIIH MOMPOIIAHHUYECTBOM;

000CHOBBIBAIOIIAS HJIA OTIPABABIBAIOIIAS JOIMTYCTUMOCTh HACHIIHS U (WJIN) )KECTOKOCTH
b0 moOyXKAaromias OCYIIECTBIATh HACHIBCTBEHHBIC ICHCTBHS MO OTHOILICHUIO K
JOJISIM U )KUBOTHBIM;

OTpHUIAIONIasi CEMEWHbIE LIGHHOCTH U (hOpMHUPYIOIas HEyBaXKEHHUE K POTUTEINISAM U
(M) IpYrUM 4i€HaM CEMbU;

OTIpaBJIbIBAIOINAS TPOTUBONPABHOE TIOBEICHUE;

coJieprKaniasi HeIeH3ypHYIO0 OpaHb;

10. conepxarast MHGOpMAIMIO MOPHOrpahUIECcKOro Xapakrepa.

K undopmanuu, pacnpocTpaHeHHe KOTOPOW OTPaHUYEHO CpEeIu JIeTe OmpeereHHOro
BO3PacTa, OTHOCUTCS:

1.

4,

uHboOpMalus, TpeacTaBiseMas B BUIAE W300paKeHHsS WM OMHMCAHUS >KECTOKOCTH,
¢uzmdeckoro W (WIM) TICUXWYECKOTO HACWIIMS, TPECTYIUICHUS WJIA HWHOTO
aHTHOOIIIECTBEHHOTO JIeUCTBUS;

BBI3BIBAIONIAS y JIET€H CTpax, y»Kac WM NaHUKY, B T.4. IpEJACTaBiseMas B BHUJE
M300paKeHUs] WM ONMCAaHUS B YHIDKAIONIEH 4YeloBedYecKoe JOCTOMHCTBO ¢opMme
HEHACWJIbCTBEHHON CMepTH, 3a0oJeBaHUsl, CaMOYOMICTBA, HECYACTHOTO CIydas,
aBapuu WK KaTacTpo(dsl U (WIIN) UX MOCTEACTBUH;

mpecTaBiIsieMas B BUIC N300paKCHSI HITH OMMCAHUS TIOJIOBBIX OTHOIICHUH MEXKITY
MY>KUYMHOU U KEHIIIUHOM;

coJieprkaiiasi OpaHHbBIE CIIOBA M BBIPAXKEHUS, HE OTHOCSIIUECS K HEICH3ypHOU OpaHH.

C yuerom storo Bam npennaratorcst mpaBuiia paboTsl B cetn MHTEepHET A pa3iuyHbIX
BO3PACTHBIX KaTETOpHUH, COOJIOJIEHHE KOTOPBIX IMO3BOJUT OOECTICUNTh HH(POPMAIMOHHYIO
0€30MMacHOCTh BaIIUX JIETEH.

Obwue npasuna 0nst pooumene
1. HesaBucumMo oT Bo3pacta peOeHKa UCIOAb3YHTE MPOrpaMMHOE OOecHeueHue,



nomMorarouiee (GUIBTPOBaTH M KOHTPOJIMPOBATH HH(OpMaIUio, HO HE IoJlaraTech
MIOJIHOCTHIO Ha Hero. Balie BHUMaHMe K peOCHKY - IJIaBHBIA METO]T 3aLUTHI.

2. Ecnu Bam peGeHOK MMeeT akKayHT Ha OJAHOM W3 colualbHbIX cepBHcoB (LiveJournal,
blogs.mail.ru, vkontakte.ru ® T.M.), BHMMAaTEeNbHO HW3YYHTE, KaKyl HH(OPMAIIHIO
MOMEIIAIOT €r0 YYaCTHUKHU B CBOMX MPOoQuiIsAX U Oorax, Bkitoyas potorpaduu 1 BUIEO.

3. IlpoBepbTe, ¢ KaKuMU APYTMMHU CaliTaMH CBSI3aH COLMAJIbHBIN cepBuc Baiero pedeHka.
Crpanunuku Bamero peObeHka MoryT ObITh 0€301MaCHBIMU, HO MOTYT M COJEPXKaTh CChUIKU
Ha HE)KeJaTeJIbHbIE U ONIaCHbIE CAlThI (HapUMep, IOPHOCANT, WM CaliT, HA KOTOPOM JIpyT
yIIOMHHAET HOMep coToBOro Tenedona Bamero pedbenka miu Bam gfomanamii agpec)

4. Tloompsiite Bamux nereil cooOmarb 000 BCEM CTpaHHOM WJIM OTTAJIKUBAIOUIMM M HE
CJIMIIKOM OCTPO pearupyure, KOraa OHU 3TO JAeaioT (M3-3a OMaceHUs MOTepATh AOCTYH K
WuTepHery A€t HE TOBOPAT pOAUTENSIM O MpodiemMax, a TakKe MOryT HayaTh
UCMOJIb30BaTh VIHTEpHET BHE J0OMa M LIKOJIbI).

5. bynpre B Kypce cereBod xu3HM Bamero pebenka. MHTepecyiitech, KTO MX Jpy3bsl B
WHTepHeT Tak e, Kak MHTEPECYETECh PEaIbHBIMU APY3bIMH.

Bospacm om 7 0o 8 nem

B HHTtepHeTe peGeHOK CTapaeTcs MOCETUTh T€ WM WHBIC CaWThl, & BO3MOXHO W YaThl,
paspelieHre Ha MOCELICHUE KOTOPBIX OH He MOJIy4wa Obl OT poaurteneid. [losromy pomuresnsm
0COOEHHO IMOJIE3HBI OYIYT T€ OTYETHI, KOTOPbIE MTPEIOCTABIIAIOTCS IPOrpaMMaMU [0 OTPAHUYEHHUIO
HUCITOJIB30BaHUA I/IHTepHeTa, T. €. POI[I/ITG.HBCKI/Iﬁ KOHTPOJIb W TO, YTO BBl CMOXCTC YBUJCTH BO
BpeMeHHBIX (haiinax. B pesynbpraTe, y peOceHka He OyAeT OUIYIICHHs, YTO 3a HUM BEIETCS
MIOCTOSIHHBIM KOHTPOJIb, OTHAKO, POAUTENN Oy IyT MO-TIPEKHEMY 3HATh, KAKHE CAWTHI IOCEIIACT UX
pebeHok. Jletu B 1aHHOM BO3pacTe 00Jaat0T CUIbHBIM UyBCTBOM CEMbH, OHU JOBEPUMBBI U HE
COMHCBAIOTCA B ABTOPUTCTAX. Oun HIO65IT urpatb B CCTCBLIC HI'PBlI W NYTCHICCTBOBATL I10
WuTepHeTy, UCTOB3YS AMEKTPOHHYIO TOUTY, 3aXOAUTh Ha CAalThl U YaTbl, HE PEKOMEHIOBaHHbIE
POOUTCIIAMH.

Cogertsl 110 Oe3omacHocTH B ceTd MHTepHeT 11 feteit 7-8 et

1. Co3pgaiiTe cIMCOK IOMAIIHUX MpaBuIi nocemenus MuTepHera npy yyacTuu 1eTei u
TpeOyiTe ero BhINOJIHEHUS.

2. TpeOyiite ot Bamero pebGeHka coOJIOJIeHUS BPEMEHHBIX HOPM HaXOXACHUS 3a
kommnbtoTepoM. [lokaxure pebeHky, uro Bol HaOmonaeTe 3a HUM He MOTOMY, uTO Bam
3TO XO4YeTcs, a MOoToMy uTo Bbl OecriokonTech 0 €ro 0€30MacHOCTH U BCEr/la TOTOBBI
€My [TOMOYb.

3. KommbroTep ¢ monkitoueHneM K IHTEpHETY TODKEH HaXOAUTHCS B 00IIei KoMHATe
II0J1 IPUCMOTPOM POAUTENEH.

4. Hcnons3yiTe cienuaibHble JETCKUE TOUCKOBBIE MAILIUHBI.

5. Hcnonp3yiiTe cpeacTBa OJ0KHPOBAaHUS HEXENATENbHOIO KOHTEHTA KaK JIOTIOJIHEHHE K
CTaHAApPTHOMY POIMTENIbCKOMY KOHTPOJIIO.

6. Cozpnaiire ceMeHHBIN 3JIEKTPOHHBIH ALIUK, YTOOBI HE MO3BOJIMUTH AECTAM UMETh
coOCTBEHHBIE aapeca.

7. bnokupyiite 1ocTyn K caiiTaMm ¢ OeCIUIaTHBIMU ITOYTOBBIMH SLIUKAMH € TIOMOIIbIO
COOTBETCTBYIOILIETO IPOrPaMMHOT0 O0eCTIeueHusl.

8. Ilpuyumte nereit coBeroBaThcsi ¢ Bamu mnepen omnyOiaMKOBaHHMEM KakOH-IMOO
nH(pOpMalIMU CPEICTBAMU 3JIEKTPOHHOW IMOYTHI, YaTOB, PETUCTPALMOHHBIX (OpPM U
npoduneit.

9. Hayuure nereit He 3arpyaTh (paiiisl, MPOrpaMMBbI WIIK MY3bIKY 0€3 BaIlIero COTIacusl.

10. He pa3pemaiite 1eTM UCIOIB30BaTh CIYKObl MTHOBEHHOI'O OOMEHA COOOLICHUAMHU.

11. B «0enblil» cIUCOK CaiTOB, pa3pelieHHbIX ISl TOCEIEHUS, BHOCUTE TOJIBKO CAalTHI C
XOpOLLIEH peryTanuei.



12.

13.

14.

He 3a0riBaiiTe GecenoBath ¢ 1eThbMH 00 UX Apy3bsixX B MHTepHETe, Kak eciau Obl peub
ia o IPy3bsix B PEaIbHON KU3HU.

He nenaiite «taby» 13 BOIPOCOB MOJIOBOM XHU3HU, Tak Kak B MIHTepHeTe 1eTH MOTyT
JIETKO HaTKHYTHCS Ha MOPHOTPA(UIO WITA CAUTHI «JIJIS1 B3POCIIBIX).

[Tpuyunte Bamero pebGenka cooOmarh BaM O JIOOBIX yrpo3ax MM TpeBOrax,
CBA3aHHBIX C I/IHTepHeTOM. OcTaBaiTech CHOKOHHBIMHA U HAITOMHHUTE JACTAM, UYTO OHHU B
0€30IacHOCTH, €ClIM CaMHM paccKa3ald BaM O cBoux TpeBorax. lloxBamute ux u
MIOCOBETYHTE MOJONTH €1l pa3 B MOJ00HBIX CIyYasiX.

Bospacm oemeti om 9 0o 12 nem

B nmanHOM BO3pacTe neTH, KaK MpaBUJIO, YK€ HACIHBIMIAHBI O TOM, Kakas WHGOpMaIus
cymectByer B MHTepHeTe. COBEpPIIEHHO HOPMAJIbHO, YTO OHM XOTAT 3TO YBUIETh, IIPOUYECTb,
ycabimath. [Ipr 3TOM HyKHO TOMHUTb, YTO JOCTYII K HEXKEIATEIbHBIM MaTEpHaIaM MOXKHO JIETKO
3a0JI0KHPOBATh MPU MOMOIIHU CpeIcTB PonuTenbckoro KOHTPOJIS.

CoseTslI 110 0€30IacHOCTH I eTer oT 9 o 12 ner

1.

10.

11.

12.

13.

14.

15.

CozpaiiTe CMCOK AOMAIIHMX MPaBUi MocenieHus VIHTepHET mpu ydacTuu AeTed U
TpeOyHTE ero BBITIOJHEHUS.

Tpebyiite ot Bamiero pebenka cobroieHNsT HOPM HaXO0XKJICHUS 32 KOMITBIOTEPOM.
HaGiroaiite 3a peOEHKOM IpH paboTe 32 KOMITBIOTEPOM, TOKKUTE €My, 4TO BoI
0ecroKouTeCh 0 €ro 6e30MacHOCTH U BCET/1a TOTOBbI 0Ka3aTh €My IOMOLIb.
Komnrelorep ¢ noakimtouenreM B MIHTepHET N0 KEeH HaXOAUThCs B 00IIeH KOMHATE MO
IIPUCMOTPOM POAUTEIEH.

Hcnonp3yiiTe cpencTBa OJIOKUPOBaHMS HEXKEIATEIbHOTO KOHTEHTA KaK JIOMOJIHEHHE K
CTaHIapTHOMY PoauTeNnbckoMy KOHTPOJIIO.

He 3a0pIBaiiTe MpuHIMATh HEMOCPEICTBEHHOE yYacTHe B J)KU3HU peOeHka OecenoBarth
c 1eTbMH 00 UX Jpy3bsix B MIHTepHeTe.

Hacrausaiite, 4T0oOBI 1€TH HUKOI'/Ia HE COTJIAIIAIUCH HA JIMYHBIE BCTPEUH C APY3bIMU
o MHTepHery.

[To3BonsiiTe OETSAM 3aXOAUTh TOJIBKO Ha CaWThl U3 «OEIOro» CHUCKa, KOTOPBIN
CO3/1aliTe BMECTE C HUMU.

[lpuyunTe nereli HUKOTJA HE BBAABATH JIMYHYI0 WH(GOPMAIHMIO CpPEICTBAMHU
3JIEKTPOHHOM  IMOYTHl, 4YaTOB, CHUCTEM MIHOBEHHOI'O OOMEHa COOOIIEHHUSIMH,
perucTpallMoHHBIX (HopM, JUYHBIX NpoduiIe U NpU perucTpauuy Ha KOHKYpPCHI B
WNurepnere.

[Ipuyuute neteit He 3arpyxathb nporpaMmMsl 0e3 Bamiero paspemenus. OObsICHUTE UM,
YTO OHM MOTYT CIy4allHO 3arpy3uTb BHUPYChl WIH JpYroe HeXeJlaTelnbHOe
MIPOrpaMMHOE OOECTIeueHUE.

Co3paiite Bamemy peOeHKYy OrpaHMYEHHYI YYETHYIO 3amMch i paboThl Ha
KOMIIBIOTEPE.

[Tpuyunte Bamero pebGenka cooOmarh BaM O JIOOBIX Yrpo3ax MM TpeBOrax,
cBs3aHHbIX ¢ MHTepHeToM. HamomuuTe neTsm, yTo OHU B 0€30IIaCHOCTH, €CIIU CaMH
pacckasaiy BaM O CBOMX TPEBOTaX U ONACEHUsX.

Pacckaxure netsim o mopHorpaduu B IHTEpHETE.

HacraunBaiitTe Ha TOM, 4TOOBI €TH MPEJOCTABIISAIN BaM JAOCTYI K CBOEH 3JIEKTPOHHOU
mouTe, 9ToObI BBl YOSAMIINCH, 9TO OHU HE OOIIAIOTCS C HE3HAKOMITAMH.

OOBsicHUTE JEeTAM, UTO HeJb3s UCIOIb30BATh CETh JIS XYJIUTAHCTBA, PACIIPOCTPAHEHUS
CIUIETEH WU yTpo3.



Bospacm oemeii om 13 0o 17 nem

B sToM BO3pacTe MOAPOCTKM aKTHBHO HCIIOJB3YIOT MOMCKOBBIE MAIIMHBI, ITOJIB3YIOTCS
AJIEKTPOHHOHN MOYTOM, CiIy’)k0aMH MTHOBEHHOTO OOMEHA COOOIIECHUSIMH, CKaUMBAIOT MY3BIKY U
¢upMBL. ManpurkaM B 3TOM Bo3pacTe 0oJIbIle 0 HPaBy CMETaTh BCE OTPAaHUUYCHUS, OHHU KAXKTYT
rpy0oro 1oMopa, a3apTHBIX UIP, KAPTHHOK «JUI B3POCIBIX». JIeBOUKH MPEANOYUTAIOT 00IaThCs B
Jyarax, NP 3TOM OHM TOpasfo Ooiee YyBCTBUTEIBHBI K CEKCyaJbHBIM JIOMOTATEIbCTBAM B
WNHurepHere.

3a4acTyl0 B JAaHHOM BO3pacTe POAMTENSAM YK€ BECbMa CIIOKHO KOHTPOJIMPOBATH CBOUX
neTel, Tak Kak 00 VIHTepHeTe OHM YK€ 3HAIOT 3HAYMTEIBHO OOJIbIIEe CBOMX poauTeneid. Tem He
MeHee, He OTIycKaiiTe JeTeil B «cBoOojHOe IuiaBaHue» no MutepHery. CrapaiiTech aKTHBHO
y4acTBOBaTh B 00meHNH pedeHka B IHTepHeTe.

BaxHo no-nipexxHeMy cTporo co0mroaarh npaBuia MHTepHET-0€30MMacHOCTH - COTTIAIICHUE
MEXIy pOIUTENSIMH W JeTbMU. Kpome Toro, HeoOXOAMMO KaK MOXHO dYalle MpOCMaTpPHBATh
OTYETHI 0 JesTeNnbHOCTH eTeil B MnTepHete. Chenyer oOpaTuTh BHUMaHUE Ha HEOOXOIUMOCTh
COJIepXKaHUs POAUTEIIbCKUX TapoJiel (ImapoJiei aAMUHUCTPATOPOB) B CTPOTOM CEKpPETE U 0OPaTUTh
BHUMAaHHC HA CTPOTOCTb 3THUX Haponeﬁ.

CogeTsl 110 0€30MacCHOCTH B 3TOM Bo3pacte ot 13 go 17 ner

1. Co3pmaiiTe cnUCOK JOMAIIHUX TMpaBWi TMoceleHus VHTepHeTa mnpu ydacTuUu
MOJPOCTKOB U TpeOyiite 6e3ycioBHOro ero BbimojgHeHUs. OOroBopute ¢ peOEHKOM
CIHMCOK 3alpelieHHbIX CaNWTOB («UepHBIM CHHMCOK»), 4yachl paboTel B MHTepHere,
PYKOBOJICTBO 10 0011eHuIo B IHTEepHETE (B TOM YMCIIE B YaTax).

2. KommnbroTep ¢ NoaKI0YeHUEM K ceTh VIHTepHEeT N0IKEeH HaXOAUThCA B 001Iei
KOMHarTe.

3. He 3a0miBaiiTe OGecenoBaTh ¢ AeTbMU 00 MX ApY3bsix B MHTEpHETE, O TOM, YeM OHHU
3aHATHI TAKUM 00pa3oM, OyJITO peub UIET O IPY3bsiX B pealibHOM xu3Hu. CripammBaiite
0 JIIOJIX, C KOTOPBIMH JIETH OOINAIOTCS MOCPEICTBOM CIIy’)KO MIHOBEHHOTO OOMEHa
COOOLIEHUAMH, YTOOBI YOEIUTHCS, UTO ITH JIFOAU UM 3HAKOMBI.

4. Hcnomp3yiiTe cpeacTBa OJOKHPOBAHUS HEKEIATEIILHOTO KOHTEHTA KaK JIOTIOJIHEHHE K
CTaHIapTHOMY PoauTenbckoMy KOHTPOJIIO.

5. Heobxomumo 3HaTh, KakMMHM 4artaMu noib3ytorcs Bamm netu. Iloowmrpsiite
HCIOJIb30BAaHUE MOJIEPUPYEMBIX YaTOB M HAcTaWBalTe, 4TOOBI €TH HE OOIIATUCH B
IIPUBATHOM PEKUME.

6. HacraupaiiTe Ha TOM, YTOOBI I€TH HUKOTJ]a HE BCTPEYAIUCh JIMYHO C IPY3bIMHU U3
cetu UnTepHer.

7. Ilpuyuwnte neTei He BbIIaBaTh CBOIO JIMYHYIO HH(OPMALIUIO CPEICTBAMH JIEKTPOHHON
MOYTHI, YaTOB, CACTEM MTHOBEHHOTO OOMEHa COOOMICHUSIMH, PETHCTPALIMOHHBIX (PopM,
JMYHBIX MpoduiIel U MpH perucTpaly Ha KOHKypchl B IHTepHeTe.

8. Ilpuyuute mereit He 3arpykaTh nporpaMmmbl 0e3 Bamiero paspemenus. O0bsicHUTE UM,
YTO OHM MOTYT CIy4allHO 3arpy3uTb BHUPYChl WIH JPYroe HeXeJlaTelbHOe
MIPOrpaMMHOE OOECTIeueHUE.

9. Ilpuyuute Bamero pebGeHka cooOmarb BaM O JIOOBIX Yrpo3ax MM TpEBOTrax,
cBs3aHHbIX ¢ MHTepHeToM. HamomuuTe neTsm, yTo OHM B 0€30I1aCHOCTH, €CIIU CaMU
pacckazanu BaM, O CBOMX Yrpo3ax win TpeBorax. lloxBanmure mx M mocoBeTyiiTe
MOJIONTH €elIe pa3 B MOJOOHBIX CIyYasX.

10. Pacckaxwure netsam o nopHorpaguu B UntepHete. [lomorure um 3aliuTUTHCS OT ClIama.
HayuuTte nmoapocTkoB He BblIaBaTh B VIHTEpHETE CBOEro peaJibHOTO 3JIEKTPOHHOIO
azpeca, HE OTBe4YaTb HA HEXKEJATEIbHBIE NHCbMAa M MCIOJIb30BaTh CIIELUAJIbHbBIE
MIOYTOBBIE (PUIBTPHI.



11. Ilpuyunte cedst 3HAKOMUTBCA C CAWTaMH, KOTOPbIE ITOCELIAt0T MOIPOCTKH.

12. HayuuTte neteil yBaxarh Ipyrux B MUHTEpHETE. Y O€AUTECH, UYTO OHU 3HAIOT O TOM, YTO
IIPaBWJIa XOPOLIETO MOBEACHUS NEUCTBYIOT BE3JE — JIaXK€E B BUPTYaJIbHOM MHUpE.

13. OOBsCHUTE IETAM, UTO HU B KOEM Cllydae Helb3s ucnoibp3oBath CeTh ais
XYJUTaHCTBA, PACIIPOCTPAHEHNUS CIUIETEH WIH YTPO3 IPYTUM JIFOISM.

14. Obcyaute ¢ TOAPOCTKAMU POOJIEMbI CETEBBIX a3aPTHBIX UIP U UX BO3ZMOXKHBIN PUCK.
Hanomuurte, 4TO 1€TH HE MOTYT UTPaTh B 3TU UTPBI COIIACHO 3aKOHY.

ITocTrostHHO KOHTponupyiiTe ucnosnb3oBanue VHTepHera Bammm pebenkom! D10 He
HapylLIeHHE €ro JIMYHOrO IMPOCTPAHCTBAa, a Mepa IPEeJIOCTOPOKHOCTH U MposiBieHue Baieit
POIUTENBCKONW OTBETCTBEHHOCTHU U 3a00THI.
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